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Conveniently manage your 
Kanguru Defender USB Drives 

REMOTELY! 



„ A 




REMOTE 



Kanguru Defender Series 256-bit 
AES Hardware-Encrypted Drives 

• Advanced Security 

• FIPS 140-2 

• Common Criteria 

• Anti-Virus Protection 

• Remote Management Ready 

• and much more... 




• 



i 



Kanguru Defender Series 

256-bit AES Hardware Encrypted Flash Drives 



The Kanguru Defender™ series offers the most advanced security options, convenience 
and data portability available. With top-of-the-line security features like AES 256-bit 
hardware encryption, on-board anti-virus software, and a physical write protection 
switch on select devices, these drives are the most robust solution you can buy 
in secure, portable data storage. The setup process takes only seconds, with 
automatic data encryption, no software to install, and no administrator rights 
needed for use. Choose the right fit for your security needs and budget. 




KANGURU*' 

enabling secure data solutions for today's business 



Kanguru Defender 2000™ 

FIPS 140-2 Certified, Common Criteria (In Process) 

The new Kanguru Defender 2000 is the most advanced USB flash 
drive in the world. This government certified, FIPS 140-2 device 
combines ease-of-use with powerful encryption and management 
options to form a complete enterprise security solution. 



Remotely Manageable 



Capacities: 4GB - 128GB 



Kanguru Defender Elite™ 

FIPS 140-2 Certified, Common Criteria (In Process) 

The Defender Elite is designed with government and enterprise 
business applications in mind. It offers government grade FIPS 
140-2 Certification, tamper resistant design, remote management 
capabilities and more. 



Remotely Manageable 



Capacities: 2GB - 128GB 



Kanguru Defender Basic+™ 

The Defender Basic+ offers top notch security for consumers 
and small businesses looking for a highly secure solution at an 
affordable price. 



Remotely Manageable 



Capacities: 4GB - 128GB 



Custom engraving and colors available on select models .* 
Standard color for the Defender Elite and Basic+ are black. 

Contact your authorized reseller for color options. 

* Minimum quantities may apply. 




FOR MORE INFORMATION, 
PLEASE CONTACT: 

^{SBeUridge 



Bellridge Pty Limited 

+61 2 8904 0172 
+64 9 985 6549 
sales@bellridge.com.au 



Kanguru Defender™ Series 

256-bit AES Hardware Encrypted Flash Drives 



Product Comparison 



Kanguru Defender 

2000™ 



U 

Kanguru Defender 

Elite™ 



Kanguru Defender 

Basic+™ 



1 Common Criteria EAL 2+ (In Process) 








1 FIPS 140-2 Certification 


Level 3 

(in process) 


Level 2 




Tamper-Resistant Design 








Support For Linux 








Remote Management Ready** 








Master Password Support** 








Customizable Password Strength And Security Policies** 








256-AES Hardware Encryption (FIPS 197) 








Support for Mac and Windows 






Annual Subscription Onboard Antivirus (30-Day FREE Trial) 








Plug And Play - No Software Installation 








No Administrator Rights Required 








1 00% Encrypted-No Public Partition 






Limited Number Of Invalid Login Attempts 








Rugged Housing 








Physical Write-Protect Switch 








Waterproof 






Water-Resistant 









: " Optional Feature - requires additional software license. 
Minimum purchase quantities may apply. 

Contact your authorized reseller for color options. 
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FOR MORE INFORMATION, 
PLEASE CONTACT: 

r 'jSBellridge +M59856549 



Bellridge Pty Limited 

+61 2 8904 0172 



sales@bellridge.com.au 



Kanguru Virtual Defender™ Series 

Virtualization & Secure Online Access 



i ne rvanguru virtual ueienaer ,m series offers secure web browsing and portable 
computing environments on the most advanced, secure USB flash drives in the 
world. Isolate web activity from malware and viruses and access secure, corporate 
desktops from any PC at any time, with top-of-the-line security features like AES 
256-bit hardware encryption, on-board anti-virus software, and a physical write 
protection switch on select devices. Secure runtime environments includes email 
client, RDP client, VMWare View client, Adobe Reader and a Windows Embedded 
Operating System. 




Kanguru Defender Dual Trust™ 

Secure Online Browsing, Encrypted USB Storage 

The Defender DualTrust provides complete confidence to pay online bills, conduct 
purchases, do business and browse online in a safe and secure environment using ; 
protected browser that isolates itself from vulnerabilities, 



Physical Write Protect Lock Switch 



Capacities: 8GB, 16GB 



Kanguru RocIT Defender 2000 FinanceSafe ™ 

Secure Access to Virtual Desktops, FiPS 140-2 Certified 

The FinanceSafe device is a self-contained, hardened operating system on a 
hardware encrypted, secure Kanguru Defender 2000 USB drive that isolates its OS 
from any host computer, allowing corporate users to safely work in a secure remote 
environment on nearly any PC. 

Remotely Manageable 



Kanguru Virtual Defender Secure Online Access™ 

Secure Virtual Machine, FIPS 140-2 Certified 

The Virtual Defender Secure Online Access device provides a secure platform to 
access your corporate resources and run your own remote desktop services or VPN 
through a hardware encrypted, FIPS 140-2 Certified device. 

Remotely Manageable 



Kanguru Virtual Defender Secure Mobile Computing™ 

Secure Mobile Computing, FIPS 140-2 Certified 

The Virtual Defender Secure Mobile Computing USB device provides a secure 
platform containing the RoclTSafe secure runtime environment. The device uses your 
PC as a host, but bypasses its operating system and any virus, spyware or malware 
that may be present. 



Remotely Manageable 



Capacity: 32GB 



FOR MORE INFORMATION 
PLEASE CONTACT: 
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Bellridge Pty Limited 

+61 2 8904 0172 
+64 9 985 6549 
sales@bellridge.com.au 



Kanguru Virtual Defender™ Series 

Virtualization & Secure Online Access 



Product Comparison 



Bootable Secure Virtual Environment 



Pre-lnstalled Applications 



Supports Installation of Guest 
Operating System** 



virtual Defender 71 
Secure Online Access 



SafeEdge by 



Defender 2000 T 
Finance Safe™ 



FinanceSafe by 



Absolute**} 

Remote Desktop (RDP) 

VPN 

Web Browser 

Email Client 



^ * be*lhc3rc3 






Virtual Defender 71 
Secure Mobile Computing 



SafeEdge by 



VMWare 
View Client 
Web Browser 




Absolute. U 



Windows 7 
Embedded* 



256-Bit AES Hardware Encryption 



FIPS 140-2 Certification 




Level 2 

Level 3 (in process) 



Level 2 

Level 3 (in process) 



Level 2 

Level 3 (in process) 



Common Criteria EAL 2+ (In Process) 



Remote Management Ready 
(optional) 



Tamperproof & Waterproof 



v • 




FOR MORE INFORMATION 
PLEASE CONTACT: 



KANGURIT~ ^Bellridge 



Bellridge Pty Limited 

+61 2 8904 0172 
+64 9 985 6549 
sales@bellridge.com.au 



enabling secure data solutions for today's business 



Remote Management 

for Kanguru Defender USB Devices 

Safeguard Sensitive Company and Customer Information! 



Kanguru Remote Management Console™ (KRMQ™ is a powerful security application 
designed for remotely managing Kanguru Defender USB storage devices. This robust 
software tool simplifies the administration of an organization's fleet of flash drives 
and Kanguru Defender HDD/SSD devices. A security officer or administrator can 
enforce, verify, and audit security policies from a central enterprise server or web 
interface anywhere in the world. 

A Kanguru drive configured with KRMC will automatically connect to a remote 
server when plugged in. The drive checks for pending actions, messages and 
software updates even before the user logs in. KRMC also allows an administrator 
to quickly locate a particular drive anywhere and make policy updates, delete lost 
or stolen drives, and more. This powerful tool helps organizations comply with data 
security regulations, significantly reducing the risk of a sensitive data breach. 



Available in a 

Self-Hosted 

or Cloud Version 



^V 



^ 
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KRMC Remote Management Features: 

CENTRAL CONTROL 

Manage drives worldwide - inside or outside your network 

Delete/disable drives that are lost or stolen 

Set online and offline permissions 

Restrict device usage by IP address and domain 

Enforce strong password rules 



REMOTE UPDATES 

• Modify security policies and device settings 

• Push out device software updates 

• Update onboard Anti-virus Definitions 



ASSET MANAGEMENT 

• Provision drives and assign to individual users 

• Track drives worldwide by IP address and hostname 

• Log and audit device connections and admin actions 

• Reporting tools to check for compliance with set policies 

HELP DESK 

• Manage and reset user passwords 

• Remotely update administrator password 

• Web console for administration anywhere 



SECURITY 

• In Process - Common Criteria EAL2+ 

• Encrypted communication via TLS/SSL 

• Secure software updates featuring RSA authentication 







KANGURU^ 

enabling secure data solutions for today's business 



FOR MORE INFORMATION, 
PLEASE CONTACT: 

^jJSBellridge 



Bellridge Pty Limited 

+61 2 8904 0172 (AU) 
+ 64 9 985 6549 (NZ) 
sales@bellridge.com.au 



Kanguru SS3 ™ 



SuperSpeed USB3.0 With Write-Protect Switch 



The Kanguru SS3 is a solid performance SuperSpeed USB3.0 flash drive with a built-in 
write protect switch. It is backwards-compatible with USB2.0 so you can use it on 
virtually any computer. Its small, durable aluminum design is compact and 
lightweight, and provides lightning-fast transfer rates that make it the perfect 
solution for those in a hurry who want the convenience of carrying data files 
from place to place. j ^^ 

Kanguru SS3 includes a physical write-protect switch that provides 
more safety and convenience than standard USB flash drives. 
Protect your data and safely connect to any computer with 
the switch to "read-only" and you can be assured that your 
files are protected and cannot be overwritten. 
This feature also prevents viruses and malware 
from having any chance of infecting the drive. 
Flip it back and you can make adjustments to 
your files as you would with any other flash drive. 

The Kanguru SS3 comes in generous capacities 
of 1 666, 32GB, 64GB, and 1 28GB, providing plenty 
of room to store and transport your files in record time 




USB3.0 
SUPERSPEED 

WITH 

BUILT-IN 

WRITE-PROTECT 

SWITCH 



FEATURES/BENEFITS 



SPECIFICATIONS 



• SuperSpeed USB3.0 

• Physical Write-Protect Switch 

• Windows "Ready Boost" Compatible 

• Requires NO Admin Privileges 

• Simple Driverless Setup 

• High-Strength Aluminum Design 

• Custom Printing/Engraving Available 

• Works With Virtually Any Computer 




KANGURU^ 

Expert Secure Solutions, Expert Service 



© 201 2 All Rights Reserved, Kanguru Solutions™ 



Model Number 
Capacities 

Interface 

Data Transfer Rate 

OS Compatibility 



Memory Type 
Write Cycles 
Data Retention 
Operating Temp 
Humidity Range 
Shock Resistance 
Vibration 
Weight 
Dimensions 
Power 



KF3WP Series 
1666,3266,6466,12866 

USB3.0 (USB2.0 & 1 .1 Compatible) 

Max Read: 105M6/sec 
Max Write: 78M6/sec 

Windows XP/Vista/7 

Mac OSX 10.1.5+ 

Linux (Kernel 2.4.1 and Above, 

Must 6e Mounted) 

Solid State MLC NAND Flash 

1 0,000 Write Cycles / Block 

10 Years or More 

0° C - 70°C 

20% - 90% 

1 0006 Max 

156 Peak to Peak Max 

14g 

7.7cm x 2cm x .0cm 

Typical Read: 5 VDC @ 1 00mA 
Typical Write: 5 VDC @ 1 05mA 



FOR MORE INFORMATION, 
PLEASE CONTACT: 

^{SBellridge 



Bellridge Pty Limited 

+ 61 2 8904 0172 (AU) 
+64 9 985 6549 (NZ) 
sales@bellridge.com.au 



Kanguru Defender 2000™ 

256-bit AES Hardware-Encrvoted Flash Drive 



The new Kanguru Defender 2000 is the most advanced, easy-to-use, yet incredibly 
secure USB Flash Drive in the world. The setup process is simple, with automatic 
data encryption built-in, no software to install, and no admin rights needed 
for use. In the background is a powerful cryptographic engine that 
meets the most stringent security requirements. 

Defender 2000 is optimized for deployment and manage- 
ment in an Enterprise environment. The optional 
Kanguru Remote Management Console (KRMC) 

provides simple, intuitive tools for tracking and 
managing Kanguru drives anywhere in the world. 
KRMC allows administrators to remotely delete lost 
or stolen drives, manage passwords (strength, updates 
and remote resets), ensure drives are in compliance with 
set security policies and much more. 




REMOTE 

EADY * 



* 



Kanguru Defender 2000™ 



4GB - 1 28GB Available Capacities 




Include Remote Management 

For Complete Administrative Control 

• Change and Update An Entire Fleet 
of Flash Drives Instantly 

• Push-Out Software Updates 

• Disable/Delete Lost Or Stolen Drives 

• and much more. 




FEATURES/BENEFITS 

• 256-bit AES Hardware Encrypted 

• Remote Management Ready 

• Onboard Anti-Virus Scanner 

• Rugged Alloy Housing 

• Tamper Resistant Design 

• Waterproof Casing 

• Cross-Platform - Native support for Windows, 
Mac& Linux 

• No software install or Administrator rights needed 

• Supports secure, remote software updates 

• Available up to 128GB 

PLATFORM 

• Windows XP, Windows 2003 Server, Windows 

• Vista, Windows 2008 Server, Windows 7 

• Mac OS X 10.5+ (Intel-based Macs only) 

• Linux RedHat, OpenSUSE, Ubunto 
(Kernel 2.6.02 - 2.6.34) 



KANGURU^ 

Expert Secure Solutions, Expert Service 
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FOR MORE INFORMATION, 
PLEASE CONTACT: 

^jJNBellridge 



Bellridge Pty Limited 

+ 61 2 8904 0172 (AU) 
+64 9 985 6549 (NZ) 
sales@beJlridge.com.au 



Kanguru Defender 2000™ 

256-bit AES Hardware-Encrypted Flash Drive 



SECURITY FEATURES 



Encryption: 

256-bit AES (Hardware) in CBC Mode (FIPS 1 97) 

Anti-Virus/Anti-Malware: 

Onboard BitDefender for Windows - One (1 ) year free 
subscription w/ automatic AV definition updates 

Physical Security: 

Tamper Resistant Epoxy, FIPS Level 3 Security; 
Waterproof Enclosure, Rugged Alloy Housing 

Brute Force Prevention: 

Auto disable or delete after six (6) invalid login 
attempts (configurable) 

Keylogger Prevention: 

Virtual Keyboard 



SECURITY CERTIFICATIONS 

• In Process FIPS 140-2 Level 3 

• In Process Common Criteria EAL 2+ 

• FIPS Certified Random Number Generator (Certificate # 603) 

• RSA Digital Signature (Certificate # 506) 

• Secure Hash Algorithm SHA-256 (Certificate # 1 009) 



OPTIONAL ENTERPRISE FEATURES GENERAL SPECIFICATIONS 



» Remote Management 

• Cloud or On-Site Server Options 

• Remote Delete 

• Remote Password Reset 

• IP Range Restriction & more 

• Unique electronic identifiers that can be 
monitored and audited 

• Master Password that allows an administrator to 
access any drive 

• Custom Printing or Engraving (For logos & 
special instructions) 

• Engraved external serial numbers 



Enterprise features may require purchase of Kanguru 
Remote Management Console (sold separately). 
Contact your Kanguru representative for more 
information on deploying Defender 2000 in your 
Enterprise environment 



Interface 
Data Security 
Data Transfer Rate 

OS Compatibility 



Memory Type 
Write Cycles 
Data Retention 
Operating Temp 
Humidity Range 
Shock Resistance 
Vibration 
Warranty 
Weight 
Dimensions 



USB 2.0 (USB 1,1 compatible) 

256-bit AES Hardware Encryption 

Max Read: 28-30MB/sec 

Max Write: 20-22MB/sec 

Windows XP, 2003, Vista, 2008, 7 

Mac OS X 1 0.5+ (Intel-based) 

Linux RedHat, OpenSUSE, Ubunto (Kernel 

2.6.02-2.6.34) 

Solid State MLC NAND flash 

1 0,000 write cycles / block 

10 years or more 

0°C - 70°C 

20% - 90% 

1 000G Max 

15G Peak to Peak Max 

3-Year Limited 

38 g 

7.3 x 1 .9 x 0.9 cm 



KANGURU^ 
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FOR MORE INFORMATION, 
PLEASE CONTACT: 
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Bellridge Pty Limited 

+ 61 2 8904 0172 (AU) 
+64 9 985 6549 (NZ) 
sales@bellridge.com.au 



Kanguru Defender Elite™ 

256-bit AES Hardware-Encrypted, Secure Flash Drive 



The Kanguru Defender Elite™ is packed with powerful and convenient security features. Designed with 
government and enterprise business applications in mind, this highly secure, FIPS 140-2 Certified flash 
drive comes with AES 256-bit hardware encryption, along with a handy write-protect switch to 
easily lock or unlock your data from accidental overwrite. 

The Kanguru Defender Elite is perfect for organizations seeking to comply with 
stringent security policies and regulations. It is compatible with Windows, 
Mac, and Linux, and equipped with real-time anti-virus scanning (30-day 
free trial). You can also customize the drive by engraving a company 
logo or identifying serial numbers along with a variety of custom 
colors for personalization. 



In addition to it's own powerful features, the Defender 

Elite is remote management ready, an optional, powerful 

benefit (sold separately) that provides ultimate control 

for IT administrators and business owners to manage a fleet 

of Defender USB devices from anywhere in the world. The 

Kanguru Remote Management Console™ (KRMC™) provides simple, 

intuitive tools for tracking, monitoring, reporting, deleting and updating USB drive(s) 

to ensure compliance with even the toughest security policies and regulations. 




REMOTE 



READY 



Hardware Encrypted 

Drive, with Physical 

Write-Protect Switch 



Include Remote Management For 
Complete Administrative Control* 

• Change, Report On, and Update 
an Entire Fleet of Drives Instantly 

• Push-Out Software Updates 

• Disable/Delete Lost or Stolen Drives 

• and Much More 



^Optional Feature, Sold Seperately. 
See Reverse for More Detail 



Complete With a Handy 
Physical Write-Protect Switch 

Switch to lock mode to protect against accidently 
overwriting your files. Switch back and work with 
your files just as you would with any other device! 





FEATURES/BENEFITS 



• 256-bit AES Hardware Encrypted 

• Remote Management Ready 

• Write-Protect Switch 

• Master Password Support (Optional) 

• Onboard Anti-Virus Protection (30-Day Free Trial) 

• Simple Driverless Setup (Plug & Play) 

• No Software Install Or Administrator Rights Needed 
•Tamper Resistant Design 

• High-Strength Aluminum Housing 

• Custom Engraving and Colors Available 



PLATFORM 

• Windows 8, XP, Windows 2003 Server, Vista, 7 

• Mac OS X 1 0.5+ (Intel based only) 
•Linux (Kernel 2.6.02 -2.6.34) 
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Kanguru Defender Elite™ 

256-bit AES Hardware-Encrypted, Secure Flash Drive 



SECURITY FEATURES 

Encryption: 

FIPS 140-2 Certified 

256-bit AES Hardware Encrypted 

Anti-Virus/Anti-Malware: 

Onboard anti-virus for Windows - (30 Day Free Trial) 

Physical Security: 

Tamper-resistant design, High-Strength 
Aluminum Housing 

Remote Management (Optional): 

Track, monitor, report, update and delete a 
fleet of USB drives 



OPTIONAL ENTERPRISE FEATURES 

The Kanguru Defender Elite is compatible 
with Kanguru Remote Management & can be 
managed with other select Kanguru Defender 
USB Drives! 

• Remote Management 

• Cloud or on-site server options 

• Remote delete or wipe lost drives 

• Remote password reset 

• IP range restriction & more 

• Unique electronic identifiers that can be 
monitored and audited 

• Master Password that allows an administrator to 
access any drive 

• Custom printing or engraving (For logos, 
serial numbers or special instructions) 

• Engraved external serial numbers 

Enterprise features may require purchase of Kanguru Remote 
Management Console (sold separately). Contact your Kanguru 
representative for more information on deploying remote 
management with your Defender Elite in your Enterprise 
environment 



GENERAL SPECIFICATIONS 




Device Type 



Interface 



Capacities 



Data Transfer Rate 



Memory Type 



Encryption Features 



Additional Features 



Write Cycles 



Data Retention 



Shock Resistance 



Storage Temperature 



Humidity Range 



Vibration 



Available Colors 



OS Compatibility 



Weight 



Dimensions 



Power 



Warranty 



Portable, encrypted USB flash drive 



USB 2.0 



Up to 128GB 



2G-128G Models 
Read:20-33MB/x 
Write: 1 0-1 3MB/S 



Solid State MLC NAND flash dual channel 
for faster performance 



256-bit AES (hardware encryption) 



Write -protect switch 
Remote Management Ready 



1 0,000 write cycles / block 



10 years 



1000Gs 



0°C to +70°C 



20% - 90% 



15G Peak to Peak Max 



Standard: Black 

Custom, Silver, Green, Red, Yellow, Blue, Tan, Brown 



Windows XP / 2003 / Vista / 7 
Mac OS X 1 0.5+ (Intel based only) 
Linux (Kernel 2.602 -2.6.34) 



10g 



2G-16G Models 

64mm x 18.5mm x9mm 

32G-128G Models 
71 mm x 27mm x 9mm 



2G-16G Models 
Write: 5 VDC@ 100mA 
Read: 5 VDC@ 105mA 

32G-128G Models 
Write: 5 VDC@ 266mA 
Read: 5 VDC@ 150mA 



3 year warranty 
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Kanguru Virtual Defender™ 

Run Remote Desktop Services, Secure Online Banking, and 
Other Applications from a Trusted USB Device. 




TM 



Bypass any computer entirely, 
and safely boot directly to your 
secure Virtual Defender device 

Browse and bank online 
with confidence. 

Securely access corporate 
resources remotely. 



Plug in and boot for direct access to: 

• Remote Desktop (RDP) 

• VPN Remote Access 

• Secure Web Browser 

• Secure Email Client 

• And More...* 



Kanguru Virtual Defender 

FIPS 140-2 Certified, 256-AES Hardware Encryption 

Are you worried about the vulnerabilities of using a computer that could contain viruses, spyware or 
malware? With the Kanguru Virtual Defender™ Secure Remote Access Device, you can safely boot 
your virtual desktop on any PC with complete peace of mind, and have the convenience of bringing 
it with you anywhere in the world. The Virtual Defender is a secure virtual platform housed in an 
encrypted USB flash drive that is FIPS 140-2 Certified, and is powered by a world-class, secure 
runtime environment developed by AbsolutelD. Simply boot to the device and securely access 
your remote computing resources. 



The Kanguru Virtual Defender provides the ultimate in convenience, portability 
and security. Utilizing a FIPS 140-2 Certified, bootable, hardware-encrypted, and 
tamper-proof architecture, the drive can be connected to a host computer and run 
completely independent from that system, thereby providing an autonomous 
and secure solution that will leave no trace on the host system. Since the 
Virtual Defender does not boot the computer's locally installed operating 
system, any malware or spyware on the computer cannot access your 
drive, virtually eliminating exposure to these types of threats. 

* The Virtual Defender supports many third-party applications. Contact Kanguru to discuss 
your specific requirements or specific applications you would like us to pre-load for you. 
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Kanguru Virtual Defender" 

Secure Remote Access... Anywhere. Anytime 



REMOTE MANAGEMENT 

With Kanguru Remote Management Console™, you can 
remotely manage your Kanguru Virtual Defender, along with 
other USB portable data devices from anywhere in the world 





FEATURES/BENEFITS 



• Hardened and Secure Virtual Runtime Environment 

• Integrated Secure Browser and Application Suite 

• FIPS 140-2 AES Hardware Encryption 

• Self-Contained Platform - Isolated From 
Host Machine 

• Leaves No Trace Behind on PC 

• Supports Wired or Wireless Network Connectivity 

• Printer Support 

• Waterproof, Tamper-Resistant Housing 

• Works with Virtually Any PC Laptop or Desktop 




SECURITY FEATURES 

Encryption: 

FIPS 140-2 Validated 

256-bit AES Hardware Encryption 

Pre-Boot Authentication Required 

Physical Security: 

Tamper Resistant Epoxy, Waterproof Enclosure, 
Rugged Alloy Housing 

Brute Force Prevention: 

Hardware=level proactive counter measures 



MINIMUM SYSTEM REQUIREMENTS 

• x86-Compatible Processor (Recommend 
1 .6 GHz Dual-Core or Better) 

• 1 GB RAM Memory 

• 1 USB 2.0 Port 

• Network Support (Either Wired or Wireless) 

SECURITY CERTIFICATIONS 

• FIPS 140-2 Level 2 

• In Process FIPS 140-2 Level 3 

• In Process Common Criteria EAL 2+ 

• FIPS Certified Random Number Generator 
(Certificate # 603) 

• RSA Digital Signature (Certificate # 506) 

• Secure Hash Algorithm SHA-256 (Certificate # 1009) 



GENERAL SPECIFICATIONS 



Interface 
Data Security 

Minimum System 
Requirements 



Data Retention 
Operating Temp 
Humidity Range 
Shock Resistance 
Vibration 
Warranty 
Weight 
Dimensions 



USB 2.0 

256-bit AES Hardware Encryption 

x86-compatible processor 

(recommend 1 .6 GHz dual-core or better) 

1 GB RAM Memory 

1 USB 2.0 port 

Network support (wired or wireless) 

10 years or more 

0°C - 70°C 

20% - 90% 

lOOOGMax 

15G Peak to Peak Max 

2-Year Limited 

38 g 

7.3x1.9x0.9 cm 
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Secure N/loblie Solutions 



* FinanceSafe is a trademark ofBelhara Security Systems, inc. 



RocIT™ Defender 2000™ FinanceSafe 

FIPS 140-2 Certified, 256-AES Hardware Encryption 



TM 



The RocIT Defender 2000 FinanceSafe offers the true portability, security and feasibility desired by enterprises. The FinanceSafe 
Device is a self-contained, hardened operating system on a hardware encrypted, secure Kanguru Defender 2000 USB drive that 
isolates its OS from any host computer, allowing corporate users to safely work in a secure remote environment on nearly any PC. 
When booted, the host computer's hard drive and OS are not accessed, creating an isolated barrier from any malware, spyware or 
viruses that could have infected the host system. 

With the RocIT Defender 2000 FinanceSafe, business users can access their corporate virtual desktop and assets from anywhere, but 
with full enterprise security built in. This is ideal for organizations that do not want to issue or manage expensive laptops for their 
off-site users, but require remote business continuity, proficient data security, and disaster recovery compliance. The VM ware-Viewer- 
Client provides an encrypted connection using PColP to the corporate VDI without the need to set up a VPN. This configuration also 
enforces Data Loss Prevention policies as users are not allowed to print or save files on the local machine, enabling companies to meet 
and comply with many regulatory requirements. 




REMOTE MANAGEMENT 

With Kanguru Remote Management Console™ (KRMC), Enterprise Security 
Administrators can remotely manage a fleet of RocIT Defender 2000 FinanceSafe 
devices, along with other USB portable data devices from anywhere in the world. 
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RocIT Defender 2000" FinanceSafe 

Secure Access to Virtual Desktops 




FEATURES/BENEFITS 



• Portable Boot Anywhere Device 

• FIPS 140-2 AES Hardware Encryption 

• Self-Contained Platform - Isolated From 
Host Machine 

• Leaves No Trace Behind on PC 

• Supports Multi-Factor Authentification 

• Supports Wired or Wireless Network 
Connectivity 

• Waterproof, Tamper-Resistant Housing 

• Remote Management Ready 

GENERAL SPECIFICATIONS 



MINIMUM SYSTEM REQUIREMENTS 



x86-Compatible Processor 

(Recommend 1 .6 GHz Dual-Core or Better) 

1 GB RAM Memory 

1 USB 2.0 Port 

Network Support (Either Wired or Wireless) 

Computer BIOS Must Support Boot from USB 



HARDWARE SECURITY CERTIFICATIONS 




Interface 


USB 2.0 


• FIPS 140-2 Level 2 


Operating Temp 


0°C - 70°C 


• In Process FIPS 140-2 Level 3 


Humidity Range 


20% - 90% 


• In Process Common Criteria EAL 2+ 


Shock Resistance 


1000GMax 


• FIPS Certified Random Number Generator 


Vibration 


15G Peak to Peak Max 


(Certificate # 603) 


Warranty 


2-Year Limited 


• RSA Digital Signature (Certificate # 506) 


Weight 


38 g 


• Secure Hash Algorithm SHA-256 


Dimensions 


73x1.9x0.9 cm 


(Certificate #1009) 


Protected Data 


I All data is centrally stored and protected within the data center. 


Secure System: 


A hardened operating system based on Ubuntu Linux, that has passed the NSA's 



Trusted Hardware: 



DIACAP and DISA's STIG testing, hosts the VMware-viewer-client. 

The secure system operates within the hardware encrypted Defender 2000 USB flash 
drive that is FIPS 140-2, level 2 certified, and in process for Common Criteria EAL2+ to 
help organizations meet HIPAA, SOX and GLB compliance. The RocIT Defender 2000 
FinanceSafe launches through a bare metal boot process with pre-boot authentication. 
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Kanguru Defender DualTrust 

Secure Online Access Device & Encrypted USB Storage 



The Kanguru Defender DualTrust provides you with complete confidence to bank, invest, pay bills, make 
purchases and browse online in a safe, secure environment If you are concerned about doing business on a PC 
that could have malware, viruses or spyware lurking on it, then this is the drive for you. 




Kanguru Defender DualTrust™ 



FEATURES / BENEFITS 



Simple and Easy To Use 

Safe and Secure Online Access 

256-bit AES Hardware Encryption (1 00% Encrypted) 

Bypasses Host OS in a Secure VM Environment 

Leaves No Trace of Online Session Behind On PC 

On-board Antivirus by BitDefender* 

Available in 8GB, 1 6GB (about 1 GB is Used for Browser) 

Requires NO Admin Privileges to Use 

Physical Lock/Unlock Write Protect Switch 



Browse and Store Your Files Secure! 1 



The Defender DualTrust opens upa secure, protected browser 
session, isolated from vulnerabilities such as viruses, malware 
or spyware that could potentially "trace your steps" in an 
ordinary browser window. Simply plug in, set up a password 
and you are on your way to a secure browser that enables full 
secureonlineaccess. What's more,onceyou unplug thedevice, 
the Defender DualTrust leaves no trace of your session behind. 

Designed for easy use, it offers top notch security features 
such as 256-bit AES hardware encryption and onboard 
Antivirus*, alongside its core feature of secure online access. 
The Defender DualTrust enables you to surf and conduct 
online transactions in a secure and safe environment on any 
PC -anywhere! 

Defender DualTrust is available in 8GB or 1 6GB convenient 
capacities, and with Antivirus protection by BitDefender,* you 
can also be assured that any files you store are safe and secure 
under 256-bit AES hardware encrypted password protection. 



FREE 30-Day Antivirus Subscription: 

FREE 30-Day Subscription of Onboard Antivirus BitDefender for Windows. 
1 year Subscription Renewal begins after the 30-day period. See your 
Authorized Kanguru Representative for details. 
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Kanguru Defender DualTrust 

Secure Online Access Device & Encrypted USB Storage 



SECURE ONLINE ACCESS 



• Secure Web Browsing 

• Virtual Machine 

• Secure Linux Virtual Machine Isolated from Host OS 

• Google™ Chrome Browser 

• Secure Browser 

• Access to Google™ Chrome Web Store for Chrome 
Web Apps, Extensions, and Themes 

• Downloads from Browser Can Be Saved Directly to 
Encrypted Defender DualTrust 

• Option for Private Browsing (Incognito Mode) 

SECURITY FEATURES H 

• Encryption: 

• 256-bit AES (CBC Mode) Hardware Encryption 

• Antivirus: 

• Onboard BitDefender for Windows - 
Free 30-Day Subscription* 

• Physical Write Protect Switch 









GENERAL SPECIFICATIONS 



Interface 


USB 2.0 


Data Security 


256-bit AES (CBC Mode) Hardware Encryption 




and Virtual Environment 


Data Transfer Rate 


Max Read: 20-33MB/sec 




Max Write: 1 0-1 3MB/sec 


OS Compatibility 


Windows XP, 2003/2008, Vista, 7, 8 


Capacity 


8GB,1 6GB (about 1 GB is Used for Browser) 


Memory Type 


Solid State MLCNAND flash 


Write Cycles 


1 0/000 write cycles / block 


Data Retention 


10 years or more 


Operating Temp 


0°C - 70°C 


Humidity Range 


20% - 90% 


Shock Resistance 


1000GMax 


Vibration 


15G Peak to Peak Max 


Warranty 


1 -Year Limited 


Weight 


10g 


Dimensions 


64mm x 1 8.5mm x 9mm 


Power 


Max Read: 5 VDC@ 122mA 




Max Write: 5 VDC@ 182mA 


Available Colors 


Standard: Gray 



* FREE 30-Day Antivirus Subscription: 

FREE 30-Day Subscription of Onboard Antivirus BitDefender for Windows. 

1 year Subscription Renewal begins after the 30-day period. See your Authorized 

Kanguru Representative for details. 
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These high-quality USB Duplicators are designed to streamline 
data duplication and backup activities for USB storage devices. As 
stand-alone units, they do not require a computer to use. The user 
friendly LCD interface and intuitive menu enables you to copy data 
to multiple USB devices quickly and easily. Simply plug your USB 
devices into the duplicator's USB ports and choose your duplication 
method. It's that easy! 

The Kanguru USB Duplicator is perfect for sales and marketing 
preparation, IT work, backups, PC rollouts and more. It has multiple 
functions which allow you to copy, compare, verify and erase data 
to your USB devices. It also provides numerous setup and advanced 
setup options for the experienced user. 

COPY FUNCTIONS INCLUDE: 

• FULL MODE - Complete sector-by-sector duplication. 
Supports any file system. 

• BRIEF MODE - Only copies sectors that contain data. 
Supports IMTFS, FAT, HFS+, HFSX, exFAT and EXT2/3/4 



required 

Synchronous and Asynchronous duplication 

Size and brand independent 

Supports all data formats with bit-by-bit 
duplication 

Secure erase feature wipes drives and prevents 
data from being recovered 

Job counter for production runs 

4 shortcut keys for easy operation 

USB pre-scan checks your source USB device for 
physical read errors 

1 year limited warranty 



* actual data transfer rate performance 
dependent upon device 
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Kanguru USB Duplicators 

USB Duplication Systems 



1 SPECIFICATIONS 



Model Number 


U2D2 Series 


Interface 


USB2.0 


Drive Compatibility 


Varying Brands and Capacities: 
USB A-Type Connection 


Transfer Rate 


Up to 33 MB/sec per USB port* 


Operating Temperature 


41°F-122°F 
5°C - 50°C 


Relative Humidity 


15% -90% 


Input Device 


4 Navigation Buttons, 4 Shortcut Buttons 


Agency Approvals 


UL 1950, FCC 15 Class A 


Weight 


1-7 Target: lOlbs 
1-1 5 Target: 19lbs 
1-23 Target: 27lbs 
1-31 Target: 31 lbs 


Dimensions 


1-7 Target: 15.5"x7"x7" 
1-1 5 Target: 15.5"x7"x10" 
1-23 Target: 17.5"x7"x 13.5" 
1-31 Target: 18"x7"x17" 


Power Supply 


300W 



t Actual transfer rate dependent upon device 



RELATED PRODUCTS 
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Software USB Duplication 

Kanguru USB Copy Pro is a multi-port USB Data 
Copier designed to be a cost effective way of 
mass producing data on USB devices. 



Available in USB2.0 and USB3.0 Versions 
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Hard Drive Duplicators 

Multi-Target Kanguru Hard Drive Duplic 



Kanguru Hard Drive Duplicators are ultra-high performance Hard Drive Duplicators that can copy up to 
several hard drives and solid state drives simultaneously. These stand-alone units will clone the boot sector, 
operating system, applications and data at the touch of a button. 



A feature-rich LCD makes the process extremely 
quick and easy! Just attach your master drive and 
blank drives, then press the copy button. It can even 
copy a small capacity drive to a larger capacity drive 
with all original content intact! 






Great for System Rollouts 

quickly clone one master image to all of your hard drives. 

Hard Drive Upgrades 

Copy smaller drives onto larger replacement drives. 



Secure Data Wipe 

Completely remove all data from drives 
before disposal or re-use. 



High-Performance 

• Ultra-Fast Copy Speeds i^" 9 "™ M ^\ e c ' one " D Duplicator 

1,111 " raa * ^r' jpccwa 1 _ |o _ 1 Hard Drjve Dup | icator 

• Easy-to-Use 

• Affordable 




KanguruClone 5HD Tower 
Hard Drive Duplicator 
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KanguruClone Hard Drive 
Duplicator 14HD-SATA* 

* Up to 9GB per minute!! 




KanguruClone Hard Drive 
Duplicator 5HD-SATA* 
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